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Question:
Now that the compliance date for the Health Insurance Portability and Accountability Act (HIPAA) privacy regulations has arrived, will the manner in which I am able to gain access to  medical records or other health related information change when I am acting on behalf of an individual client? 

Answer:
At least initially, and perhaps indefinitely, advocates may well see significant changes in the requirements imposed by agencies and others before access is given to an individual=s medical information, ranging from more detailed client authorization forms to disputes regarding whether any access at all is available to the advocate, as opposed to the individual herself.

The Department of Health and Human Services has issued regulations pursuant to the Health Insurance Portability and Accountability Act of 1996(HIPAA)
 which impose certain constraints on the use or disclosure of “protected health information” about an individual maintained in the records of a “covered entity.”  Most covered entities were required to be in compliance with these so-called privacy regulations
 as of April 14, 2003.  As a result, advocates around the country are discovering that various agencies and health providers have changed their requirements for releasing information about an individual, even to the individual=s legal advocate.  This answer will focus on the nature of the authorization that advocates will need to gain access to protected health information about their clients and point out some issues that may arise in the course of seeking such access.

A number of advocacy agencies have begun to develop HIPAA-compliant authorization forms.  NHeLP has posted on its web site, http://www.healthlaw.org,  both a general authorization and a specific “psychotherapy notes” authorization developed by health law advocates in Massachusetts.  A general authorization developed by the Tennessee P&A is also posted. (Thanks to the TN P&A for developing and sharing this document.)  Each of these authorizations is HIPAA-compliant, if they are filled out completely.  

A Acovered entity@, i.e., one that must comply with the HIPAA privacy regulations, includes a health plan, a health care clearinghouse, and a health care provider who transmits any health information in electronic form. '160.103.  Health plan in turn is broadly defined to include Part A or Part B of the Medicare program, the Medicaid program, an issuer of a Medicare supplemental policy, the veterans health care program, the State Children=s Health Insurance Program, and the Indian Health Service program, as well as managed care organizations and health insurers, among others.  Id.  Thus advocates representing clients in a broad array of circumstances are likely to encounter covered entities.

The regulations address the use and disclosure of Aprotected health information.@  Unfortunately, that term is no longer defined in the regulations, having been deleted in a recent iteration of the proposed regulations.  However, Ahealth information@ is defined as any information, whether oral or recorded in any form or medium, that is 1) created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse and 2) relates to the past, present, or future physical or mental health or condition of an individual; 3) the provision of health care to an individual; or 4) the past, present, or future payment for the provision of health care to an individual.  Id.  Finally, Aindividually identifiable health information@ is defined as a subset of health information that either identifies the individual or could reasonably be used to identify the individual.  It is this last category of information that the H.H.S. Office for Civil Rights (OCR), which is overseeing HIPAA compliance and interpretation, states is protected by the regulations.
  

Covered entities must disclose protected health information to the individual who is the subject of the information (including her Apersonal representative@) and to the Secretary of H.H.S. for purposes of determining compliance with HIPAA. '164.502(a)(2) and (g).  Those entities may disclose such information to someone with a valid authorization from the individual, to various others who have business relations with the covered entity and as Arequired by law.@  ' 164.502(a)(1).  Note the inherent tension that the regulations create by stating that entities Amay@ disclose information that other laws require them to produce.  While the preamble to these regulations clarifies that information requested by a P&A pursuant to its investigative (access) authority must be released under the Arequired by law@ language, it will not be surprising if advocates see covered entities trying to rely on the permissive language of this subsection to seek shelter from disclosure, especially if they fear the requested information may be used to investigate their health care practices.
  

Also note that while release of health information to the individual, or her personal representative, is required, release of that same information to someone with a valid authorization from that individual is only listed as permissible.  A case has already arisen of a hospital refusing access to a client=s file to a lawyer with a valid authorization from the client.  While it is still far too early to tell whether this will become a significant problem, health plans could make it extremely inconvenient for an individual to get her own records if she has to pick them up herself and bring them to her advocate.  Advocates should therefore be on the watch for this situation, at least until such time as clarification is received from OCR.  In the meantime, if confronted with this issue, advocates may want to look for other sources of law, either state or federal, that can be read to require the release of the information, so that the request falls under the Arequired by law@ provision discussed above.  

Assuming that most covered entities, including government agencies administering programs like Medicaid, Medicare and SCHIP, will release protected health information when they receive a valid authorization from the client, it is important to know what such an authorization should look like.  The requirements for a valid authorization, and characteristics that will render an authorization invalid, are set forth in ' 164.508, and include a requirement that the authorization be written in Aplain language.@  ' 164.508(c)(3).  A covered entity in most cases is prohibited from disclosing protected health information without a valid authorization. ' 164.508(a)(1). 

As a threshold matter, it is important to note that these regulations contemplate at least two types of situations that will require an authorization.  The first, and the one to which the regulations pay the most attention, is where the covered entity itself is seeking an authorization from the individual to use or disclose protected health information that the entity already has.  Many of the requirements in '164.508 are designed to define the parameters and prevent the abuse of authorizations in this context.  The other situation is the one which will most often involve advocates for individual clients, i.e., where the individual authorizes the advocate to have access to her protected health information, usually for purposes of representation on some legal matter.  Within this context then, '164.508 provides:

b) Implementation specifications: general requirements. ‑‑ (1) Valid authorizations. 

(i) A valid authorization is a document that meets the requirements in paragraphs (a)(3)(ii), (c)(1), and (c)(2) of this section, as applicable.  (Emphasis added.)  

(ii) A valid authorization may contain elements or information in addition to the elements required by this section, provided that such additional elements or information are not inconsistent with the elements required by this section.

As the emphasized language in subclause (i) clearly indicates, not all of the requirements contained in '164.508 apply in all cases, and indeed most of them are only applicable to the situation in which the covered entity is the one seeking the individual=s authorization to use or disclose information.  For example, subsection (a)(3)(ii), referred to in the quoted language above, covers authorizations sought for the release of protected health information for paid marketing purposes.  It will never be applicable in a client/advocate situation. 

The language of subclause (ii) is useful in analyzing another question that has already arisen often, which is whether a covered entity can require an individual to use its own particular authorization form if the individual wants, or wants to afford others, access to her protected health information.  While the regulations do not address this issue directly, subclause (ii) suggests that an authorization form that meets all the requirements of '164.508, even if it contains other provisions (not inconsistent with the regulation), remains a valid authorization.    Nonetheless, some covered entities will no doubt attempt to require the use of their own authorization forms.  Whether or not to comply with such a demand is essentially a policy decision that each P & A organization will have to make, after weighing the inconvenience of gathering a multitude of authorization forms from numerous covered entities against the time spent and possible ill-will engendered by insisting on using the P&A=s own HIPAA-compliant form.  Ultimately, since there is no explicit and probably no implied cause of action for violations of HIPAA, a P & A seeking to use its own form would probably have to file a complaint with OCR to establish the right to do so if a covered entity refuses to recognize it.








If an organization chooses to develop or continue to use its own authorization form, it must make certain that the authorization complies with the applicable requirements of ' 164.508(c).  This section divides the mandatory characteristics of a valid authorization form into two categories: core elements found in subsection (c)(1) and required statements listed in subsection (c)(2).  Each of the six core elements applies to all authorizations.  They require:

(i) A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion.

(ii) The name or other specific identification of the person(s), or class of persons, authorized to make the requested use or disclosure.

(iii) The name or other specific identification of the person(s), or class of persons, to whom the covered entity may make the requested use or disclosure.


(iv) A description of each purpose of the requested use or disclosure. The statement "at the request of the individual" is a sufficient description of the purpose when an individual initiates the authorization and does not, or elects not to, provide a statement of the purpose.

(v) An expiration date or an expiration event that relates to the individual or the purpose of the use or disclosure.   . . .

(vi) Signature of the individual and date. If the authorization is signed by a personal representative of the individual, a description of such representative's authority to act for the individual must also be provided.

Note that subsection (iii) would support an authorization that grants access to Aan advocate of ABC P & A@, not just to a specific person.  And subsection (ii) would support an authorization directed to the Akeeper of records@ or some other such designation, as opposed to a particular person.  Subsection (iv) should insulate the client and advocate from having to reveal any detailed purpose of for the request, which may often be important depending on the nature of the representation.  Finally, subsection (v) can be satisfied either by providing a date certain or by describing some event, such as Awhen representation of the individual in the matter prompting this request for access to protected health information by ABC P & A has ended.@  

Section 164.508(c)(2) sets forth three required statements that must appear in some valid authorizations.  They are: 

(i) the individual's right to revoke the authorization in writing,  . . . ;

(ii) the ability or inability to condition treatment, payment, enrollment or eligibility for benefits on the authorization  . . . ; and, 

(iii) the potential for information disclosed pursuant to the authorization to be subject to redisclosure by the recipient and no longer be protected by this subpart. 

Based on exceptions to subclause (i) that are provided in the regulation, it appears that inclusion of the individual=s right to revoke the authorization is primarily designed for those situations in which a covered entity seeks an authorization from the individual to use or disclose protected health information that it is holding.  Nonetheless, it is probably prudent to include such a statement in any authorization used by an advocacy organization seeking access to a client=s health information, since whether or not it appears on the authorization form, the client in fact has that right.  Subclause (ii), on the other hand, does not apply at all to authorizations that an individual signs to afford her advocate access to her protected medical information, as the exceptions to rule given in the regulation make clear.  

The required statement contained in subclause (iii) presents an interesting issue.  It could be argued that revealing details of the situations in which the advocacy agency may Aredisclose@ the information that it receives pursuant to the authorization (such as to the Social Security Administration or the state Medicaid agency) would violate the attorney client privilege.  On the other hand, it is not clear from the regulation that this subclause was intended to apply only to covered entities.  Given the language of the subsection, however, it appears that it would suffice to provide a general statement along the lines of AThe information received pursuant to this authorization is subject to redisclosure only if the redisclosure is authorized by the individual and [or] is permitted by the Canons of Ethics of the State of _______.@
Section 164.508(b)(2) lists five situations in which an authorization will be deemed invalid.  They are:  

(i) The expiration date has passed or the expiration event is known by the covered entity to have occurred;

(ii) The authorization has not been filled out completely, with respect to an element described by paragraph (c) of this section, if applicable; 

(iii) The authorization is known by the covered entity to have been revoked;

(iv) The authorization violates paragraph (b)(3) or (4) of this section, if applicable; 








(v) Any material information in the authorization is known by the covered entity to be false.





(All emphasis added.)

The situation described in subclause (iv) will almost never apply to the authorization form of a 

P & A organization.  Subclause (b)(4) by its terms applies only to covered entities, and (b)(3) prohibits compound authorizations, i.e., those that both authorize the release of records and purport to accomplish some other end pursuant to the same document.  If an organization has such an authorization form at the current time, it should review subclause (b)(3) and its exceptions carefully and decide whether or not a change is necessary.  The requirement that the authorization be filled out completely with regard to ' 164.508(c) again pertains only to those requirements in that subclause that are applicable, as discussed above.  

Special rules apply when the protected health information in question involves Apsychotherapy notes.@  Because of the more limited access to this type of protected health information, the precise definition of the term provided in ' 164.501 may be crucial:

Psychotherapy notes means notes recorded (in any medium) by a health care provider who is a mental health professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family counseling session and that are separated from the rest of the individual's medical record. Psychotherapy notes excludes medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies of treatment furnished, results of clinical tests, and any summary of the following items: Diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to date.  



(Emphasis added.)

Pursuant to ' 164.524(a)(1)(i), the individual to whom the psychotherapy notes pertain does not have a right of access to them.  It is not clear from the regulations, however, who else may have a right of access to that information.  As noted above, ' 164.502(g) requires that an individual=s personal representative be treated as the individual for purposes of access to protected health information.  It thus appears that the personal representative also would not be able to see the individual=s psychotherapy notes.  Whether someone with a valid authorization from the client could get these records is also unclear.  Section 164.508(a)(2) provides that a covered entity must get an authorization to use or disclose psychotherapy notes, except when releasing them to organizations such as health oversight agencies (which includes a P & A acting in its oversight capacity).  This suggests that, with a proper authorization, the covered entity is authorized to release this type of information to someone, or the provision would be superfluous.  Thus, it is possible that advocates with an authorization will prove successful in gaining access to this type of protected health information when necessary, although that outcome is by no means certain.

The rules governing the manner in which access to protected health information will be provided or denied, and the process for appealing denials (in those circumstances in which appeals are allowed) are set forth in ' 164.524.  Normally, a covered entity that intends to disclose requested protected health information has 30 days to do so from the date of the written request, unless the relevant information is stored off site, in which case the entity has 60 days to respond.  In either case, the entity may grant itself one 30-day extension. ' 164.524(b)(2).  A covered entity complying with a disclosure request may charge a Areasonable, cost-based@ fee for copying the material.  ' 164.524(c)(4).  It should be noted, however, that any state laws that would require a more rapid response by the entity or prohibit the imposition of a fee are not preempted by these regulations.   ' 160.203(b) (state provisions that afford greater protections than do these regulations remain applicable).

Denials of access to requested information by a covered entity fall into two categories. Unreviewable grounds for denying access are found in ' 164.524(a)(2), and include those situations in which access is not authorized by ' 164.524(a)(1).  Reviewable grounds for denying access are listed in ' 164.524(a)(3), and are essentially limited to those circumstances in which the disclosure is authorized but the covered entity believes that the release is Areasonably likely@ to endanger the life or physical safety of, or cause Asubstantial harm@ to, the individual or some other person identified in the records.  While the covered entity must give written notice of a denial and include the reason(s) for it, the available appeal is only to another employee of the entity who took no part in the original denial decision.  ' 164.524(d)(4).

In summary, while these privacy regulations certainly increase the protections for sensitive health information in many beneficial ways, they also present some new challenges for advocates seeking access to their clients= protected health information.  While the H.H.S. Office for Civil Rights is frequently posting guidance on various issues on its web site, some of the unclear areas discussed in this Answer will undoubtedly be resolved through a process of give and take with various covered entities.

�  For guidance on access to medical records held by a covered entity when acting pursuant to the P&A’s investigative (access) authority under the PAIMI, DD or PAIR statutes, see AHIPAA Patient Privacy Regulations Preserve P&A Access Authority@, TASC/NAPAS Fact Sheet (March 2003).


�  Pub. L. No. 104�191, 262(a), 110 Stat. 1936 (1996) (codified as amended in scattered sections of 18, 26, 29 and 42 U.S.C.A.); especially 42 U.S.C.A. 1320d to 1320d�8. 


�  The privacy regulations appear in 45 C.F.R. Subparts A ('' 164.102 through .106) and E ('' 164.500 through .534).  Some related definitions are found in 45 C.F.R. ' 160.103.


�  See the ASummary of the HIPAA Privacy Rule@, p. 3, posted on April 11, 2003 on the OCR website at http://www.hhs.gov/ocr/hipaa.


�  For a complete discussion of this issue see the article cited in fn. 1, supra.
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